March 26, 2020
Lisa B. Kim, Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor
Los Angeles, CA 90013
Re: Second Set of Modifications to Proposed Regulations Implementing the California
Consumer Privacy Act (CCPA)
Consumer Reports 1 thanks the California Attorney General’s office (AG) for the opportunity to
comment on its second set of modifications to the proposed rules implementing the California
Consumer Privacy Act (CCPA). 2 As consumers shift to working from home and spending even
more of their time online in light of the COVID-19 crisis, now more than ever, they need
baseline protections to protect their privacy and security. We appreciate that the AG has
improved upon the previous draft rules, particularly by eliminating the exemption for IP
addresses from the definition of personal information. 3 But other steps, such as a new provision
that could allow service providers to build profiles to deliver targeted advertising, undermine
existing protections. 4 We reiterate the requests from our previous comments, particularly to close
targeted advertising loopholes by strengthening the definitions of sale and service provider, and
to further limit pay-for-privacy; 5 and additionally call on the AG to:
● Deny the request from industry to delay enforcement of the CCPA;
● Maintain a strong, inclusive definition of personal information;
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● Ensure that Do Not Track signals are honored as opt-out requests;
● Tighten up service provider language; and
● Set up an appeals process for responses to access requests.
Companies are seeking to evade the letter and the spirit of the CCPA, and to avoid any
punishment for doing so. By sending a clear message that companies need to respect the CCPA,
the AG can better protect consumers’ constitutional right to privacy.
The AG should deny the request from industry to delay enforcement of the CCPA.
The AG should reject the cynical attempt by many industry groups to use the recent coronavirus
crisis to evade their responsibilities under the law. Dozens of companies and industry trade
groups requested that the AG delay enforcement of the CCPA to January 2021. 6 This latest effort
to avoid compliance with the CCPA comes as more and more consumers work from home,
increasingly relying on online communications to work, stay in communication with healthcare
professionals, and obtain access to necessary supplies. It is critical for policymakers to ensure
fairness, safety, and transparency for consumers in the marketplace. Industry shouldn’t exploit
the health crisis to ignore consumer requests to companies to stop selling their data.
This most recent letter is just the latest in a series of attempts to evade the CCPA. Last year,
industry supported a raft of bills to gut the CCPA. Thanks to the efforts of several legislators, the
worst bills failed to advance. Lawmakers also held the line against a last-minute wave of
lobbying from industry groups such as the California Chamber of Commerce and the Internet
Association, which sought to introduce amendments to exempt additional consumer information
from the law. 7 Though the CCPA went into effect in January, many companies have avoided
complying with the law. 8 In late January, advertising groups also called on the AG to delay the
effective date of the CCPA until January 2021. 9
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Companies making a good faith effort to comply with the CCPA have nothing to fear.
Compliance should be fairly straightforward—access, deletion, and opt-out of sale. Companies
that don’t collect and retain unnecessary data, and those that don’t sell consumers’ data, should
have very little difficulty in complying. Unfortunately, even those not making a good faith effort
may find themselves off the hook, due to weak enforcement provisions in the CCPA. The AG
enforcement section includes a “right to cure” provision that ties the AG’s hands from taking
action if the company “cures” the violation in 30 days, 10 meaning that the AG can spend months
building a case against a company that is flagrantly violating the law, only to find that it goes
nowhere. Further, once a consumer’s privacy has been violated by unauthorized disclosure of
information, there’s no way to cure the damage. On top of that, the California Attorney General
has limited resources to protect the privacy of 40 million Californians; earlier, the AG’s office
noted that they only have the enforcement capabilities to bring a few cases per year. 11
Consumers shouldn’t lose their right to privacy in a crisis. As tech companies work to create new
solutions to address the scarcity of health services, consumers need baseline protections for that
data more than ever. For example, a Google subsidiary, Verily, has launched a new service in
two counties in California to help consumers determine whether or not coronavirus testing is
appropriate. 12 While they’re offering a good service, there should be some reasonable limits on
what they do with the data, as consumers are very vulnerable at this time. 13
Consumers working from home need protections too. Well before this most recent crisis, about
43% of Americans spent at least some time working from home. 14 Now, many more have joined
them, and are relying on their internet service providers, Google platforms, and teleconferencing
services to work, communicate with co-workers, and order office, medical, and sanitizing
supplies. In fact, due to these societal shifts, tech companies are expected to profit financially
from this crisis. 15 In light of the recent health crisis, Consumer Reports recently examined
teleconferencing service Zoom’s privacy policies, and found that, while Zoom isn’t necessarily
doing anything objectionable with consumer data, its privacy policy gives the company a lot of
leeway to share details about the calls, including instant messages and the names of participants,
10
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with third parties, even for advertising. 16 Consumers are transmitting sensitive information
through these channels, and without the CCPA, they have next to no protection over the sale of
that data. The AG should reject industry’s request to throw out basic consumer protections in
response to the crisis.
The AG should maintain a strong, inclusive definition of personal information.
We thank the AG for deleting the provision in the first revised proposed rules, § 999.302(a), that
would have removed IP addresses from the definition of personal information. While
information that can’t be tied to a single, identifiable person should not necessarily be subject to
access or deletion requests, particularly without controls to ensure that one’s search terms are
being shared with another person, if companies are using that data to target ads, it’s identifiable
and eliminating it from the definition of personal information is contrary to the clear language of
the statute. 17 Consumers should retain opt-out rights in this case. IP addresses are explicitly
included in the CCPA’s definition of personal information, 18 and to remove them would clearly
subvert legislative intent. Deleting this provision properly closed up a potential new loophole for
targeted advertising. We urge you to not reinsert the provision or weaken the definition of
personal information in any way.
IP addresses, even though they appear to be “anonymous,” allow companies to access a
significant amount of data about consumers and their families. While IP addresses assigned to
consumers are often dynamic (in that they are periodically rotated), these numbers may in
practice not be changed for months at a time; and as companies migrate to IPv6 addresses, there
may be no need to rotate IP addresses at all as IPv6 effectively eliminates the problem of address
scarcity. It can easily be used to track user behavior over time, even without access to cookies or
other identifiers. 19 Moreover, correlation of IP addresses allows companies to engage in crossdevice tracking, as devices that share local networks are considerably more likely to be operated
by the same persons—meaning that they’re used to develop detailed profiles about consumers,
across devices, and about those with whom they live and spend time, for ad targeting purposes. 20
Currently, the CCPA gives consumers the right to opt out of its sale to third parties, but
removing IP address from the definition of personal information would rescind this right.
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The AG should ensure that Do Not Track signals are honored as opt-out requests.
We appreciate that the AG has kept the requirement that companies must honor browser privacy
signals as an opt-out of sale. 21 Forcing consumers to opt out of every company, one by one—
including from data brokers, whom consumers may not even know are collecting their data—is
simply not workable. However, the current draft should be adjusted to ensure that it is consumerfriendly. The AG should state that platform-level controls to limit data sharing should be
interpreted as CCPA opt-outs, including Do Not Track and Limit Ad Tracking. Or at the very
least, the AG should clarify how platforms can certify that new or existing privacy settings
should be construed as CCPA opt-outs.
First, the AG should make it explicit in the rules that enabling Do Not Track opts the consumer
out of the sale of their information. Instead, the updated draft regulations require browser signals
to clearly convey that it constitutes an opt-out of sale. 22 This language unduly restricts consumer
agency, particularly because it would mean that signing up for Do Not Track—likely the most
well-known privacy setting, at one time adopted by Safari, Internet Explorer, Chrome, and
Firefox—would not opt consumers out of sale. 23 Consumers would reasonably expect that
enabling Do Not Track would opt them out of sale to third parties. This would mean that
consumers already using DNT—by one estimate, nearly a quarter of American adults—would be
much less likely to benefit from the AG rule, since they would likely assume that they had
already opted out of sale. 24 Currently, major web browsers do not have comparable CCPAspecific settings, and we are unaware of any concrete plans to offer them in the near future. If
companies can ignore DNT and similar requests, consumers may have no scalable way to opt out
of data sales across the hundreds of sites and apps with which they interact.
Do Not Track was developed in response to consumer outcry over the fact that cookies enabled
companies to track consumers’ behavior across the web. 25 While it makes sense that a company
would be able to view a consumers’ activity on its own site, consumers would not reasonably
expect that a company could also see what they were doing on other sites as they searched the
Internet. It is precisely this type of transfer of data between first parties and third parties over
which the CCPA attempts to give consumers control. It is a reasonable assumption that a
consumer signing up for DNT would be opting out of sale to third parties.
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But DNT isn’t the only platform-level privacy setting governing third-party sharing. To
encourage the development and awareness of, and compliance with, privacy settings for other
platforms, we reiterate our request that the AG to issue rules governing: 1) how the developer of
a platform may designate a particular privacy control to be deemed a valid request; 2) how the
attorney general shall maintain and publish a comprehensive list of privacy controls to be
deemed valid requests; and 3) the conditions under which business may request an exception to
sell data notwithstanding a consumer’s valid request.
Millions of consumers have signed up for Do Not Track, but there are other settings that are far
less well-known, in part because they’re not associated with online use. For example, Apple, in
2013 introduced a mandatory “Limit Ad Tracking” setting for iPhone applications, and recently
improved that tool to further limit the information advertisers can receive when the setting is
activated. 26 Consumers also need global opt-outs from sale when using their smart televisions
and voice assistants. In order to better raise awareness of the different options on the market, to
encourage the development of new tools, and to address the lack of clarity around which browser
settings must be honored as opt-outs, the AG should set up a system in order to make this clear
for consumers and businesses.
The AG should tighten up guardrails on use of data by service providers.
The AG should clarify that when the consumer has opted out of the sale of their information,
data cannot be shared—even with a service provider—to target advertising on another site or
service. We appreciate that the AG has kept the proposed § 999.314(d), which provides that “A
service provider shall not sell data on behalf of a business when a consumer has opted-out of the
sale of their personal information with the business.” Nevertheless, the language should be
tightened further, especially since many companies incorrectly claim that the data-sharing
engaged in for targeted advertising purposes is not a sale. 27 We reiterate our calls for a new
.314(d):
If a consumer has opted out of the sale of their data, a company shall not share personal
data with a service provider for the purpose of delivering cross-context behavioral
advertising. “Cross-context behavioral advertising” means the targeting of advertising to
a consumer based on the consumer's personal Information obtained from the consumer's
activity across businesses, distinctly-branded websites, applications, or services, other
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than the business, distinctly-branded website, application, or service with which the
consumer intentionally interacts.
The AG should also delete the new proposed language in § 999.314(c)(3), which explicitly
allows service providers to build profiles for its own purposes. Given that many companies are
already exploiting vagueness in the CCPA to claim a service provider exemption to deliver
targeted advertising outside of the consumer opt-out, this new language could significantly
undermine the CCPA by allowing service providers to use browsing, geolocation, dating app
activity, and health data to derive detailed insights into consumers’ lives and to better target ads
on their own and potentially others’ sites. Service providers shouldn’t have the right to create
profiles with its customers’ data for its own unrelated purposes. Unless this language is
tightened, companies could interpret this language as carte blanche to deliver targeted
advertising in spite of an opt-out.
The AG should set up an appeals process for access requests.
Companies have an unfair advantage in deciding whether or not to honor access requests,
because it’s not always easy for consumers to tell whether or not the company has fully
complied. Especially in light of the many confusing exemptions, it’s difficult for a consumer to
know whether a company has released all of the covered information it has collected about
them—or whether their exemption claim is legitimate. For example, at least one company,
Airbnb, has claimed a trade secret exemption for not releasing consumer data. To address this,
the AG should set up a process for appealing access decisions.
Consumers may suspect that a company hasn’t been fully forthcoming—for example, the
Washington Post noted that Uber only released the data involved in some of their interactions
with the company:
[R]equests under the new law reveal huge variance in the data the companies disclose.
Uber reveals a customer’s rating, but doesn’t disclose some customer service calls, users’
ratings of drivers or any inferences about its users that help shape its business decisions.
The company also maintains other data undisclosed in CCPA requests, according to
people familiar with the matter, such as whether a credit card is corporate or personal. 28
Employees of Consumer Reports have also run into problems in attempting to access their data.
When a journalist at Consumer Reports recently sought to access their personal information from
Airbnb, the company claimed an exemption based on intellectual property grounds:
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Trade secrets have the potential to be a significant exemption, since a company could potentially
try to exempt any information that they’ve submitted to processing on intellectual property
grounds. The CCPA itself does not provide a trade secret exemption but instead directs the AG
to develop rules. 29
In addition, Epsilon couldn’t provide the requestor with information because it could not verify
their name and address. While companies shouldn’t release information if they can’t verify the
consumer’s identity, there should be a process by which any errors or issues can be resolved, so
that customers can access their data.

Additionally, the requestor was surprised to find that Gap could not locate any of their data,
because they were a regular customer. Even though the requestor had shopped with Gap multiple
times, Gap reported that:

Similarly, Comcast shared only a small amount of information. Even for such categories as
“Service Activity Information” and “Account Information,” the response was: “No data found
for this category.”
As a result, the AG should require companies to establish an appeals process for consumers who
have not received information that may be covered under the law. Companies should be required
not only to perform a meaningful investigation, free of charge, and either provide the requested
information or a thorough response to the consumer, similar to the process for reinvestigation
under the Fair Credit Reporting Act, 30 but to also file their response with the Attorney General.
Companies should also be required to forward any complaints about a company’s failure to
comply with the CCPA to the AG to aid in regulation and enforcement.
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Conclusion
Thank you for the opportunity to submit comments on the updated draft rules. We would be
happy to address any questions you have.
Respectfully submitted,
Maureen Mahoney
Policy Analyst
San Francisco, CA
Justin Brookman
Director, Privacy and Technology Policy
Washington, DC
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